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Abstract. Since 2001, the interest of cryptographers in pairing based cryptography is very high.
Pairings allow construction of original protocols and simplification of existing protocols. Several
system of coordinates or elliptic curves are used in pairing based cryptography, it seems fair to
wonder which system of coordinates and elliptic curves assure the best security.
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1 Introduction

Pairings are mathematical tools which were introduced in cryptography during the 90°. At the
beginning, it was used to build attacks on cryptosystems, transferring the discrete logarithm
problem on elliptic curves, to a discrete logarithm problem on finite fields. The first was the
MOV [10] attack in 1993.

Since 2001, pairings are used in a constructive way, simplifying existing protocols [8], [3] or
creating new ones [2]. One of the most interesting could be the identity based cryptography. In an
identity based protocol the public key of a user is his identity and a trusted authority construct
the private key related to his identity. When using pairings in identity based cryptography, the
problem of side channel attacks must be taken into account. Indeed, there is a secret to protect:
the private key of users.

In [12,14,6,5], the authors study security of pairing based cryptography overs Weirstrass
elliptic curves. It has been proved that without protection, the pairing based cryptography in
Weierstrass coordinates is vulnerable to Differential Power Attack (DPA), Correlation and fault
attacks, all of this attacks are side channel attacks.

Recently, the Edwards elliptic curves were used to compute pairings [1]. Edwards curves
became interesting for elliptic curve cryptography when it was proved by Bernstein and Lange
in that they provide addition and doubling formulas faster than all addition formulas known at
that time. The advantage of Edwards coordinates is that the addition law can be complete (i.e.
the formulas for adding or doubling two points are the same) and thus the exponentiation in
Edwards coordinates is naturally protected against side channel attacks. Unfortunately, pairing
in Edwards coordinates are also vulnerable to side channel attacks.

Considering, different system of coordinates, for different elliptic curves there is different
countermeasure possibles. We are going to investigate which one is more secure and less expensive
to implement. Indeed, a secure algorithm is not interesting if its implementation is too expensive
in time and place.

The outline of the article is the following, first we recall what is the pairing based cryptogra-
phy in Section 2. Then in Section 3 we describe the differentiel power analysis attack in pairing



based cryptography and the possible countermeasure, and in Section 4 toward fault attacks. We
conclude in Section 6.

2 pairing based cryptography

2.1 A short introduction to pairings

In this section we give a brief overview of the definitions of pairings on elliptic curves and of
Miller’s algorithm [11] used in pairing computation. Let ¢ be a prime power not divisible by
2, E an elliptic curve over F, and r a prime factor of #(E(F,)). Suppose r? does not divide
#(E(F,)) and let k be the embedding degree with respect to r, i.e. the smallest integer such
that = divides ¢* — 1. We denote O the point at infinity of the elliptic curve.

Definition 1. A pairing is a bilinear and non degenerate function:

e: Gy x Gy — Gs
(P,Q) —e(P,Q)

where G; and Gy are subgroups of order r on the elliptic curve and Ggs is generally u,., the
subgroup of the 7-th roots of unity in F . In general we take G; = E(FF,)[r] and G2 C E(F 4 )[r],
where we denote by E(K)[r] the subgroup of K-rational points of order r of the elliptic curve
E. We also denote E|r| the subgroup of points of order r defined over the algebraic closure of
F,. Let P € G1, @ € Ga. The goal of Miller’s algorithm is to construct a rational function f, p
associated to the point P and to some integer s and to evaluate this function at the point @ (in
fact at a divisor associated to this point). The function fs p is such that the divisor associated
to it is:
div(fs,p) = s(P) — (sP) — (s = 1)(0).

Suppose that we want to compute the sum of ¢ P and jP. Take h; the equation of the line going
through iP and jP and hs the equation of the vertical line through (i + 7)P. Miller’s idea is to
make use of the following relation

h1
firjp = fipfips— (1)
2
in order to compute f, p iteratively. Moreover, Miller’s algorithm uses the double-and-add
method to compute fs p in logy(s) operations [11].
The reduced Tate pairing

In order to illustrate the notion of pairings, we give here the definition of the reduced Tate
pairing. The reduced Tate pairing, denoted €pgte, is defined by:

Gl X G2 — G3
(P,Q) = Erawe(P,Q) = frp(Q)"




2.2 pairing based cryptography
The most useful property in pairing based cryptography is bilinearity:
¥(n,m) € Z°, e([n] P, [m]Q) = e(P,Q)"™".

Pairings permit several protocol simplifications and original scheme creation, for example
identity based cryptography protocols. A recent book [9] is dedicated to idendity based cryp-
tography.

The general scheme of an identity based encryption is described in [2].

2.3 side channel attacks in pairing based cryptography

The important point in identity based cryptography is that to decipher a message using an
Identity Based Protocol, a computation of a pairing involving the private key and the message
is done. Side channel attacks can be therefore applied to find this secret. The particularity of
identity based cryptography is that an attacker can know the algorithm used, the number of
iterations and the exponent. The secret is only one of the arguments of the pairing.

3 Differential Analysis Family Attack

The aim of this family of attacks is to use the interaction during the execution of an algorithm
of the secret and known elements. In the family of differential analysis attack, we include for
example the differential power and electromagnetic attacks [4], or the correlation attack [13]. In
order to simplify the explanation, we describe the Differential Power Analysis (DPA) Attack.

3.1 Description of Differential Power Analysis Attack

We now introduce some theoretical issues that allow the reader to understand the principle
underlying the DPA attack. We consider the output of a gate whose state depends on both the
plain text under ciphering (primary inputs) and the secret key. It is called the target node. We
consider now a sequence of input patterns Py, P, ..., P, that generate the transitions T (Py —
P), To(P, — Ps),...,T,(P,—1 — P,) on the circuit primary inputs. A logic simulation of the
circuit while monitoring the target node allows classifying these input transitions in two sets,
according to a guess on the key:

e P4, composed by the transitions that make the target node to commute from 0 to 1 and
therefore that make the target gate to consume current;

e Pp, composed by the transitions that do not lead the target gate to participate to the power
consumed by the circuit (i.e., transitions from 0 to 0, 1 to 1, and 1 to 0 on the target node).

Once we split in two the curves, we compute the average consumption curve in each set Py
and Pp and compute the difference. If any pic of consumption is find then the hypothesis was
correct, if not, then it was false.



4 Fault attack Family

4.1 Description of the fault attack

The goal of a fault injection attack is to provoke mistakes during the calculation of an algorithm,
for example by modifying the internal memory, in order to reveal sensitive data. This attack
needs a very precise positioning and an expensive apparatus to be performed. Nevertheless,
current technologies could allow for this attack [7].

We follow the scheme of attack described and completed in [5]. We assume that the pairing
is used during an Identity Based Protocol, the secret point is introduced in a smart card or an
electronic device and is a parameter of the pairing. In order to find the secret, we modify the
number of iterations in the Miller’s algorithm by the following way.

First of all, we have to find the flip-flops belonging to the counter of the number of iterations
(i.e. logy(s)) in the Miller’s algorithm. This step can be done by using reverse engineering
procedures. In classical architecture, the counter is divided into small pieces of 8 bits. To find it,
we make one normal execution of the algorithm, without any fault. Then we choose one piece
of the counter, and provoke disturbances in order to modify it and consequently the number
of iterations of the Miller’s algorithm. For example the disturbance can be induced by a laser.
Nowadays lasers are thin enough to make this attack realistic [7]. Counting the clock cycles, we
are able to know how many iterations the Miller loop has done. Each time, we record the value
of the Miller loop and the number of iterations we made. The aim is to obtain a couple (7,7 +1)
of two consecutive values, corresponding to 7 and 7+ 1 iterations during the Miller’s algorithm.

We denote the two results by F. p(Q) and Fr11 p(Q). To conclude the attack, we consider

the ratio };:%(}Zg()%)' By identification in the basis of F x, we are lead to a system which can reveal

the secret point, which is described in Section 77.

The probability for obtaining two consecutive numbers is sufficiently large to make the attack
possible. In fact, for an 8-bits architecture only 15 tests are needed to obtain a probability larger
than one half, P(15,2%) = 0.56, and only 28 for a probability larger than 0.9.

5 Countermeasure to these attacks

To protect an identity based protocol against side channel attacks, several countermeasure where
introduced.

5.1 The third Coron’s countermeasure

This countermeasure is efficient only for projective and Jacobien coordinates. It consists in
using homogeneity of the coordinates. For exemple, in projective coordinates, a point P =
(Xp,Yp,Zp) is also the point (AXp, A\Yp, AZp) for A a non zero integer.

5.2 The bilinearity countermeasure
There are several countermeasure using the bilinearity of pairings. We give here some of them:

— take random A # 0 and compute e(AP, %Q),

— take A and 7 such that A x 7 = Imod(r) and compute e(AP,7Q),

— take a random point R and compute %.



6

Conclusion

We present side channel attacks in pairing based cryptography and the countermeasures to
prevent them. The less expensive countermeasure is the third Coron’s countermeasure. This
countermeasure is very easy to introduce in a pairing algorithm and cost only three multipli-
cations in [F),, the drawback is this countermeasure is efficient only for projective and Jacobien
coordinates. The other techniques are efficient for every system of coordinates but they are much
more expensive. The countermeasure using integers needs a point multiplication over E(F,) and
E(F,x). The countermeasure using a random point involves two pairing computations. Conse-
quently, it seems more interesting to implement pairing in projective or jacobien coordinates
and then use the third Coron’s countermeasure.
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