
A NOTE ON YAO'S THEOREM ABOUT PSEUDO-RANDOMGENERATORSSTÉPHANE BALLET AND ROBERT ROLLAND1. Introdu
tionThe study of provable se
urity notions 
an be done from di�erent points of view:(1) the study 
an be done in a stati
 
ontext, with given parameters. In this
ase, the sizes of the obje
ts are �xed.(2) on the 
ontrary the study 
an be done in a dynami
 
ontext, namely thesystem depends on a variable parameter (the so-
alled se
urity parameter)growing to in�nity.In the paper [Yao(1982)℄, the study is done in an asymptoti
 
ontext an for onepseudo-random generator for ea
h value of the se
urity parameter. In this paper,we present modi�ed versions of Yao's results, in parti
ular a stati
 version for apseudo-random generator and for a �nite family of pseudo-random generators. Inea
h 
ase, we give detailed proofs and we 
ompute the exa
t 
ost of the redu
tionbetween the notion of indistinguishability and the notion of unpredi
tability ofthe next bit. We stress that this point of view 
an be of interest for a pra
ti
alstudy of 
on
rete pseudo-random generators with a �xed length. Finally we derivefrom the pre
eding results an asymptoti
 version whi
h generalizes the 
lassi
alYao's theorem to a family of pseudo-random generators having the same se
urityparameter k, as k tends to in�nity.2. Pseudo-random generators2.1. De�nition of a pseudo-random generator.De�nition 2.1. A pseudo-random generator is a deterministi
 fun
tion f de�nedon a subset U ⊆ {0, 1}k into {0, 1}l (where k < l) whi
h maps a seed X0 ∈ U (ase
ret seed) to a �nite sequen
e of l bits:
f(X0) = (x1, x2, · · · , xl).3. The se
urity of a pseudo-random generator3.1. Indistinguishable pseudo-random generator. Let us 
onsider the follow-ing pseudo-random generator:

f : U ⊂ {0, 1}k → {0, 1}l where k < l.If A is a probabilisti
 algorithm whi
h outputs one bit, We will denote by µA(e)the probability of the output 1 when the input of A is e.Key words and phrases. 
omplexity, 
ryptography, distinguishable, predi
tion, pseudo-randomness, pseudo-random number generator, Yao's theorem.1



2 STÉPHANE BALLET AND R. ROLLANDThe following random experiment, involves a probabilisti
 algorithm A havingfor input a ve
tor Y ∈ {0, 1}l and whi
h outputs one bit. It has for aim to re
ognizeif a sequen
e Y is the output of the pseudo-random generator f or of a truly randomgenerator.Let us �x an integer s su
h that 0 ≤ s ≤ l.
Exptdist

f ,s (A)

X0 ← U ⊆ {0, 1}k

X ← f(X0)(notation : X = (x1, · · · , xl))
Y1 ← (x1, x2, · · · , xs)
Y2 ← {0, 1}l−s

Y ← Y1||Y2

b← A(Y )return b

End.Let qf,s be the probability that the experiment
Exptdist

f ,s (A)returns b = 1.In parti
ular, qf,0 is the probability of the following event: we draw at randoman element of {0, 1}l a

ording to the uniform distribution, we run the algorithm
A on this element, and the output is 1. The probability qf,l is the probability ofthe following event: we draw at random a seed X0 in U, we apply f to obtain anelement of {0, 1}l whi
h be
omes the input of the algorithm A, and the output is
1. Let us re
all now the notion of advantage whi
h permits to quantify the abilityof A to distinguish f .De�nition 3.1. The advantage of the algorithm A to distinguish f is

Advdist
f (A) = |qf,l − qf,0|.Then we de�ne a (T, ǫ)-distinguisher:De�nition 3.2. Let f be a pseudo-random generator. Let T and ǫ be positive realnumbers. A (T, ǫ)-distinguisher for f is a probabilisti
 algorithm A su
h that(1) the maximal running time of A is ≤ T ,(2) the input of A is an element of {0, 1}l,(3) the output of A is a bit b,(4) the algorithm A 
an distinguish the pseudo-random generator from the uni-form distribution, namely
Advdist

f (A) > ǫ.3.2. Unpredi
table pseudo-random generator. Let us 
onsider the followingpseudo-random generator:
f : U ⊂ {0, 1}k → {0, 1}l.Let 1 ≤ s < l. The following random experiment involves a probabilisti
 algorithm

B having for input a sequen
e of s bits and for output a bit. Roughly speaking, this



A NOTE ON YAO'S THEOREM ABOUT PSEUDO-RANDOM GENERATORS 3algorithm tries to predi
t the next bit produ
ed by the pseudo-random generator
f , namely the bit of index s + 1.
Expt

pred

f ,s (B)

X0 ← U ⊆ {0, 1}k

X ← f(X0)(notation : X = (x1, · · · , xl))
Y ← (x1, x2, · · · , xs)
b← B(Y )if b = xs+1then return 1else return 0�

End.Let rf,s be the probability that the experiment Expt
pred

f ,s (B) returns 1.De�nition 3.3. The advantage of the algorithm B to predi
t the bit of index (s+1)
omputed by f is:
Adv

pred
f,s (B) =

∣

∣

∣

∣

rf,s −
1

2

∣

∣

∣

∣

.We 
an now de�ne the notion of (T, s, ǫ)-predi
tion algorithm.De�nition 3.4. Let f be a pseudo-random generator. Let T and ǫ be positive realnumbers and s be an integer su
h that 1 ≤ s < l. A (T, s, ǫ)-predi
tion algorithm Bis a probabilisti
 algorithm su
h that:(1) the maximal running time of B is ≤ T ,(2) the input of B is an element of {0, 1}s,(3) the output of B is a bit,(4) the algorithm B 
an predi
t the next bit, namely
Adv

pred
f,s (B) > ǫ.3.3. Yao's theorem, stati
 version. The Yao's theorem relates the notion ofse
urity to the notion of unpredi
tability of the next bit. We express it in itsnon-asymptoti
 form. In this 
ase, we give two results whi
h 
an be 
onsideredrespe
tively as a ne
essary 
ondition and a su�
ient 
ondition to have the se
urityof a generator f .Theorem 3.5. We 
onsider the following pseudo-random generator:

f : U ⊂ {0, 1}k → {0, 1}l.If we have a (T, s, ǫ)-predi
tion algorithm for f , we 
an build a (T+c, ǫ)-distinguisherwhere c is the 
onstant time needed to 
ompare two bits.Theorem 3.6. Let f be a pseudo-random generator:
f : U ⊂ {0, 1}k → {0, 1}l.Let us suppose that for all s su
h that 1 ≤ s < l, it does not exist any (T, s, ǫ)-predi
tion algorithm. Then f is (T − (c1l + c2), l ǫ)-se
ure where c1 is the 
onstanttime needed to draw one bit at random, and c2 is the 
onstant time needed to testthe value of a bit and then depending upon the value of this bit to return a bit orits 
omplementary.



4 STÉPHANE BALLET AND R. ROLLAND4. The se
urity of a family of pseudo-random generators with samegiven sizeWe have 
onsidered the 
ase of one pseudo-random generator f . But even in thenon-asymptoti
 
ase where k and l are �xed, we have to study not only one, but afamily (a �nite family be
ause k and l are �xed) Γ of fun
tion f de�ned on a subset
Uf (whi
h 
an depend on f) of {0, 1}k with images in {0, 1}l.4.1. Revisiting the previous notions in the 
ase of a family of pseudo-random generators with same size. In a realisti
 situation we must, in therandom experiment whi
h de�nes the atta
ker's advantage, draw at random thefun
tion f in the family Γ a

ording to a probability δ. So, we repla
e now the al-gorithms A and B of the previous se
tion by algorithms whose inputs are a fun
tion
f ∈ Γ and an a ve
tor. The random experiments Exptdist

f ,s (A) and Expt
pred

f ,s (B)are repla
ed by the random experiments Exptdist
Γ,s (A) and Expt

pred
Γ,s (B) where wedraw at random not only the seed X0, but also the fun
tion f itself. Then weextend the previous de�nitions for the 
ase of a family of pseudo-random generatorand we get a an adapted version of the Yao's theorem.4.2. Yao's theorem.Theorem 4.1. Let Γ be a family of pseudo-random generators having the samesize where ea
h f ∈ Γ is a fun
tion

f : Uf ⊂ {0, 1}k → {0, 1}l.If we have a (T, s, ǫ)-predi
tion algorithm for Γ, we 
an build a (T+c, ǫ)-distinguisherfor Γ where c is the 
onstant time needed to 
ompare two bits.Theorem 4.2. Let Γ be a family of pseudo-random generators having the samesize where ea
h f ∈ Γ is a fun
tion
f : Uf ⊂ {0, 1}k → {0, 1}l.Let us suppose that for all s su
h that 1 ≤ s < l, it does not exist any (T, s, ǫ)-predi
tion algorithm. Then f is (T − (c1l + c2), l ǫ)-se
ure where c1 is the 
onstanttime needed to draw one bit at random, and c2 is the 
onstant time needed to testthe value of a bit and then depending upon the value of this bit to return a bit orits 
omplementary. 5. Asymptoti
 behaviorAs a 
onsequen
e of the previous results for �xed k and l, we 
an dedu
e resultson the asymptoti
 theory of the pseudo-random generators. Let k be a positiveinteger (the se
urity parameter) and l(k) a polynomial fun
tion of k su
h that

l(k) > k. For any k we have a set Γk of deterministi
 fun
tions su
h that(1) if f ∈ Γk then f is a fun
tion from a subset Uf of {0, 1}k into {0, 1}l(k);(2) there exist a polynomial fun
tion t(k) su
h that for any k, any f ∈ Γk andany X ∈ Uf the 
omputation time of f(X) is upper-bounded by t(k);(3) for any k we provide a probability δk on the set Γk.De�nition 5.1. The family Γ = (Γk)k>0 of sets of pseudo-random generatorsis said asymptoti
ally se
ure if for any polynomial S(k), any integer u and any



A NOTE ON YAO'S THEOREM ABOUT PSEUDO-RANDOM GENERATORS 5distinguisher A with running time ≤ S(k), the advantage of the algorithm Ak is anegligible fun
tion of 1
ku , namely

lim
k→+∞

ku Advdist
Γk

(Ak) = 0.Let s = (sk)k≥1 a sequen
e of integers su
h that 1 ≤ sk < l(k). We de�ne nowa s-predi
tion algorithm to be a probabilisti
 polynomial algorithm B having forinputs the se
urity parameter k, a fun
tion f ∈ Γk and a ve
tor Z ∈ {0, 1}sk , andwhi
h outputs a bit. Let k be an integer, we will denote by Bk the probabilisti
algorithm obtained from B by �xing the �rst entry to the value k.De�nition 5.2. The family Γ = (Γk)k>0 of sets of pseudo-random generators issaid asymptoti
ally unpredi
table if for any polynomial S(k), any sequen
e s andany s-predi
tion algorithm B with running time ≤ S(k), the advantage of the sk-predi
tion algorithm Bk is a negligible fun
tion of 1
ku , namely

lim
k→+∞

ku Adv
pred
Γk,sk

(Ak) = 0.The two notions are related by the following theorem:Theorem 5.3. Let l(k) be a polynomial fun
tion of one integer variable k su
h that
l(l) > k. Let Γ = (Γk)k>0 a family of sets, where any set Γk is a probability set ofrandom generators mapping a subset of {0, 1}k into {0, 1}l(k) (more pre
isely, ea
h
f ∈ Γk has its own de�nition subset Uf ⊆ {0, 1}k). The family Γ is asymptoti
allyse
ure if and only if it is asymptoti
ally unpredi
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