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1. INTRODUCTION

The study of provable security notions can be done from different points of view:

(1) the study can be done in a static context, with given parameters. In this
case, the sizes of the objects are fixed.

(2) on the contrary the study can be done in a dynamic context, namely the
system depends on a variable parameter (the so-called security parameter)
growing to infinity.

In the paper [Yao(1982)], the study is done in an asymptotic context an for one
pseudo-random generator for each value of the security parameter. In this paper,
we present modified versions of Yao’s results, in particular a static version for a
pseudo-random generator and for a finite family of pseudo-random generators. In
each case, we give detailed proofs and we compute the exact cost of the reduction
between the notion of indistinguishability and the notion of unpredictability of
the next bit. We stress that this point of view can be of interest for a practical
study of concrete pseudo-random generators with a fixed length. Finally we derive
from the preceding results an asymptotic version which generalizes the classical
Yao’s theorem to a family of pseudo-random generators having the same security
parameter k, as k tends to infinity.

2. PSEUDO-RANDOM GENERATORS

2.1. Definition of a pseudo-random generator.

Definition 2.1. A pseudo-random generator is a deterministic function f defined
on a subset U C {0,1}* into {0,1}" (where k < 1) which maps a seed Xo € U (a
secret seed) to a finite sequence of 1 bits:

f(X()) = (321,1‘2, ce ,.131).

3. THE SECURITY OF A PSEUDO-RANDOM GENERATOR

3.1. Indistinguishable pseudo-random generator. Let us consider the follow-
ing pseudo-random generator:

f:UC{0,1}F = {0,1} where k < I.

If A is a probabilistic algorithm which outputs one bit, We will denote by u4(e)
the probability of the output 1 when the input of A is e.
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The following random experiment, involves a probabilistic algorithm A having
for input a vector Y € {0, 1}' and which outputs one bit. It has for aim to recognize
if a sequence Y is the output of the pseudo-random generator f or of a truly random
generator.

Let us fix an integer s such that 0 < s <.

Expt{t(A)
Xo U C{0,1}*
X — f(Xo)
(notation : X = (x1,---, 1))
Yl — (ifl,xg, e ;xs)
YZ — {Oa 1}lis
Y «— Y1||Ya
b— A(Y)
return b

End.
Let gy s be the probability that the experiment
Expt{e(A4)

returns b = 1.

In particular, gs, is the probability of the following event: we draw at random
an element of {0,1}' according to the uniform distribution, we run the algorithm
A on this element, and the output is 1. The probability g¢,; is the probability of
the following event: we draw at random a seed Xy in U, we apply f to obtain an
element of {0,1}' which becomes the input of the algorithm .4, and the output is
1.

Let us recall now the notion of advantage which permits to quantify the ability
of A to distinguish f.

Definition 3.1. The advantage of the algorithm A to distinguish f is
Adv (A) = lgg1 — az.ol-
Then we define a (T, €)-distinguisher:
Definition 3.2. Let f be a pseudo-random generator. Let T' and e be positive real

numbers. A (T, €)-distinguisher for f is a probabilistic algorithm A such that

(1) the mazimal running time of A is <T,

(2) the input of A is an element of {0,1}!,

(3) the output of A is a bit b,

(4) the algorithm A can distinguish the pseudo-random generator from the uni-
form distribution, namely

Adv?“t (A) > e

3.2. Unpredictable pseudo-random generator. Let us consider the following
pseudo-random generator:
f:Uc{o,1}* - {0,1}".

Let 1 < s < [. The following random experiment involves a probabilistic algorithm
B having for input a sequence of s bits and for output a bit. Roughly speaking, this
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algorithm tries to predict the next bit produced by the pseudo-random generator
f, namely the bit of index s + 1.
Expt}y™ (5)
Xo U C{0,1}F
X — f(Xo)
(notation : X = (x1,--- , 1))
Y — (xlaan"' ’xS)
b— B(Y)
ifb=1x,41
then return 1
else return 0
fi
End.

Let s s be the probability that the experiment Expt}’;ed(B) returns 1.

Definition 3.3. The advantage of the algorithm B to predict the bit of index (s+1)

computed by f is:
1

Adv" 4 B) = |ry. — 5‘ :

We can now define the notion of (T, s, €)-prediction algorithm.

Definition 3.4. Let f be a pseudo-random generator. Let T and e be positive real
numbers and s be an integer such that 1 < s < l. A (T, s, €)-prediction algorithm B
is a probabilistic algorithm such that:

(1) the mazimal running time of B is < T,

(2) the input of B is an element of {0,1}%,

(3) the output of B is a bit,

(4) the algorithm B can predict the next bit, namely

Adve(B) > e.

3.3. Yao’s theorem, static version. The Yao’s theorem relates the notion of
security to the notion of unpredictability of the next bit. We express it in its
non-asymptotic form. In this case, we give two results which can be considered
respectively as a necessary condition and a sufficient condition to have the security
of a generator f.

Theorem 3.5. We consider the following pseudo-random generator:
f:Uc{o,1}* = {o0,1}".

If we have a (T, s, €)-prediction algorithm for f, we can build a (T+c, €)-distinguisher

where c is the constant time needed to compare two bits.

Theorem 3.6. Let f be a pseudo-random generator:
f:Uc{o,1}F = {0,1}".

Let us suppose that for all s such that 1 < s < I, it does not exist any (T, s,€)-
prediction algorithm. Then f is (T — (c1l + ¢2), L €)-secure where ¢ is the constant
time needed to draw one bit at random, and co is the constant time needed to test
the value of a bit and then depending upon the value of this bit to return a bit or
its complementary.
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4. THE SECURITY OF A FAMILY OF PSEUDO-RANDOM GENERATORS WITH SAME
GIVEN SIZE

We have considered the case of one pseudo-random generator f. But even in the
non-asymptotic case where k and [ are fixed, we have to study not only one, but a
family (a finite family because k and [ are fixed) I" of function f defined on a subset
U, (which can depend on f) of {0,1}* with images in {0, 1},

4.1. Revisiting the previous notions in the case of a family of pseudo-
random generators with same size. In a realistic situation we must, in the
random experiment which defines the attacker’s advantage, draw at random the
function f in the family I" according to a probability §. So, we replace now the al-
gorithms A and B of the previous section by algorithms whose inputs are a function
f €T and an a vector. The random experiments Expt?’i;t (A) and Expt}’;ed(B)

are replaced by the random experiments Expt%i;t (A) and Exptgf: d(B) where we
draw at random not only the seed Xy, but also the function f itself. Then we
extend the previous definitions for the case of a family of pseudo-random generator
and we get a an adapted version of the Yao’s theorem.

4.2. Yao’s theorem.

Theorem 4.1. Let I' be a family of pseudo-random generators having the same
size where each f € " is a function

f:U; c{0,1}* — {0, 1}".

If we have a (T, s, €)-prediction algorithm for T, we can build a (T+-c, €)-distinguisher
for T' where c is the constant time needed to compare two bits.

Theorem 4.2. Let I' be a family of pseudo-random generators having the same
size where each f € I" is a function

f:Upc{0,1}* — {0, 1}".

Let us suppose that for all s such that 1 < s < I, it does not exist any (T, s,€)-
prediction algorithm. Then f is (T — (c1l + c2),l€)-secure where ¢ is the constant
time needed to draw one bit at random, and co is the constant time needed to test
the value of a bit and then depending upon the value of this bit to return a bit or
its complementary.

5. ASYMPTOTIC BEHAVIOR

As a consequence of the previous results for fixed & and [, we can deduce results
on the asymptotic theory of the pseudo-random generators. Let k be a positive
integer (the security parameter) and [(k) a polynomial function of k such that
[(k) > k. For any k we have a set Iy, of deterministic functions such that

(1) if f € Ty then f is a function from a subset Uy of {0,1}* into {0, 1}/(®);
(2) there exist a polynomial function ¢(k) such that for any k, any f € I'y and
any X € Uy the computation time of f(X) is upper-bounded by ¢(k);

(3) for any k we provide a probability 5 on the set T'.

Definition 5.1. The family I' = (I'x)k>0 of sets of pseudo-random generators
is said asymptotically secure if for any polynomial S(k), any integer u and any
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distinguisher A with running time < S(k), the advantage of the algorithm Ay is a
negligible function of ,%u, namely
lim  k* Advf* (Ay) = 0.
kj»rjloo Urk (Ak) 0
Let s = (sk)r>1 a sequence of integers such that 1 < s, < I(k). We define now
a s-prediction algorithm to be a probabilistic polynomial algorithm B having for
inputs the security parameter k, a function f € I';, and a vector Z € {0,1}°*, and
which outputs a bit. Let k£ be an integer, we will denote by By the probabilistic
algorithm obtained from B by fixing the first entry to the value k.

Definition 5.2. The family I' = (I'y)r>0 of sets of pseudo-random generators is
said asymptotically unpredictable if for any polynomial S(k), any sequence s and
any s-prediction algorithm B with running time < S(k), the advantage of the si-
prediction algorithm By is a negligible function of %, namely

lim k" AdoP ™ (Ay) = 0.

k—+oo Ck,sk
The two notions are related by the following theorem:

Theorem 5.3. Let l(k) be a polynomial function of one integer variable k such that
(1) > k. Let T'= (Tk)r>0 o family of sets, where any set Ty, is a probability set of
random generators mapping a subset of {0,1}* into {0, 1}'*) (more precisely, each
f € T has its own definition subset Uy C {0,1}*). The family T is asymptotically
secure if and only if it is asymptotically unpredictable.
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