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Abstract

The permutations P(z) = (apx + a1)P~2 + a2 over a prime field
F, are APN if and only if p = 5 mod 6. We present results on the
dispersion and p-dispersion of P(x), and relate this concept to Costas
property. Results on the construction and enumeration of permuta-
tions P(x) with prescribed dispersion and cycle structure are given.
Applications in coding theory are described.
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Almost perfect nonlinear (APN) functions are mainly studied over fields
of characteristic two, since there are no perfect nonlinear (PN) functions in
characteristic 2. On the other hand PN "permutations" do not exist in odd
characteristic either, hence APN permutations of F,, are of interest for odd p
also.

This talk is concerned with the class of permutations P(z) € F,[z], where

P(x) = (apx + a1)P"2 + ay, (1)

ap # 0 and p is an odd prime. We first observe that P(x) is APN if and only
if p =5 mod 6.

These polynomials give rise to the well-known inversive pseudorandom num-
ber generators (uy,), which are defined recursively by u, = P(u,—1),uo € Fp,
for a; = 0. Since their randomness is well established, they are good candi-
dates for use in turbo codes as interleavers. Indeed our results on the values
of dispersion of these polynomials show that one can select the parameters
ap,a; and ay to yield permutations with prescribed dispersion (e.g. close to
that of a random permutation). We recall that dispersion of a permutation
P of the set {0,1,...,n — 1} is the cardinality |D(P)| of the set

D(P) = {(j — i, P(j) — P())0 < i < j <n—1}.

Permutations with maximum possible dispersion n(n — 1)/2 are, of course,
those which satisfy Costas property (see [4, 6] for a recent survey on Costas



arrays). Accordingly the normalized dispersion is defined as

() = 2200

and hence y(P) < 1 for any permutation P of the set {0,1,...,n — 1}. We
note that the expected value of normalized dispersion of a random permu-
tation is approximately 0.8, see, [3], [7]. Hence a permutation P can be
considered as being random (and hence as a favourable interleaver) if v(P)
is close to 0.8. We note that there are only a few non-empirical results on
the normalized dispersion of permutation polynomials over finite fields, and
only about monomials.

Since we need to calculate both in Z and in F,, we denote addition and sub-
traction in I, by "®@", and "&", to avoid confusion. Studying permutations
of F,, we naturally consider the p-dispersion |D(P,F,)| of P € F,[z], which
we define as the cardinality of the set

D(P,F,) = {(k,Pli® k) Pl <k<p—10<i<p—1—k}

Our main results concerning dispersion of permutations P(x) are stated be-
low. The element (the pole) ©5 € F,, is denoted by x,. We denote the
integer in {0, 1,...,p — 1}, which z, is identified with, by x;.

Theorem 1. Let p =5 mod 6 and P(z) = (apx®ar)P?Day € Fplz], ag # 0.

Then
(p+3)(p—1)+4xf (p—2x1—2) C0<a < p—1
|D(73,Fp)’ = { (p+3)(p*1)+4(]z;%fx1)(2x17p) : ;%1 < §2p 1

Theorem 2. Let p =5 mod 6 and let P(x) = (apr D ar)P2 € Fylz], ag # 0.
The dispersion |D(P)| of P(x) is then given by

(p+3)(p—1)+dz1 (p—221-1) . 0<
|D(2)‘ - (p+3)(p—1)+4(p—1—§01)(2$1—P—i—l) . P*T

4 : 2

Corollary 3. Let p =5 mod 6 and let P(z) = (agz @ a1)P~? € Fplz], ag # 0
The mazimum value for the normalized dispersion ~v(P) is v(P) = 0.75+ 4%.

1)

This value is attained for x; = |27 | and z; = [

Corollary 4. Let p =5 mod 6 and let P(x) = (apx ®ay)P~2 € F,[z], ag # 0.
Then |D(P,F,)| = |D(P)| if and only if P(z) = apx?™? or P(z) = (apz +

ao)P? where ay € I is arbitrary.



It is suggested that the cycle structure of a permutation P also affects
the performance of P when used as an interleaver. Of particular interest
are the permutations that decompose into cycles of the same length (see
[8, 9]). We therefore present results on the cycle decomposition of P(z) =
(apr®ay )P~ 2@as in relation to its dispersion. Since p-dispersion of P depends
only on ©ay/ag, we show how to choose the remaining parameters in order
to obtain a prescribed cycle structure, assuming p = 5 mod 6. Furthermore
we determine the number of permutations P(z) = (agz @ a1)? 2@ ay € Fp[z]
with prescribed p-dispersion and cycle structure. The polynomial,

f(z) = 2% S (apay @ a1)x © ag. (2)

associated to P(z), plays the central role in studying the cycle structure of
P(z). Let o, € Fj2 be the roots of f(z), then the multiplicative order m
of a/[3 either divides p — 1 or p + 1. The cycle structure of P(z) depends
on this order m of a/3 as can be seen in the following proposition. When
a permutation P is decomposed into a product of disjoint cycles, we write
Cp = [n1 X1y, na X1y, ..., ng x4 to indicate that the permutation is composed
of ny cycles of length [y, no cycles of length [s,...,ng cycles of length [,
L >lg>--->1,>1.

Proposition 5. [1, Theorem 2] For a permutation P(z) = (apxPar)P 2B as,
let f be the associated polynomial as in (2), and «, 3 be the roots of f. Suppose
that m is the order of /3 inFp2. Then Cp = Cp(m) depends on m as follows:

[ [(t—1)xm,1x (m—1)] : m=(p+1)/t
1<t<(p+1)/2,
[(t—1) xm,1 x (m—1),2x 1] : m=(p—1)/t,

Cp(m) = 1<t<(p—1)/2,

1x(p—1),1x1]
( [((p=1)/2=6(f)) x 2, (1 +25(f)) x 1]

with (f) = 0 if f is irreducible and 5(f) = 1 if f is reducible.

m =1,
m =2,

It follows that for m = p + 1 we have only one nontrivial cycle (of length
> 1) having length m — 1. If 2 < m < p — 1, all nontrivial cycles have the
same length m, except for one of length m — 1. If m = 2, all nontrivial cycles
have length 2.

Theorem 6. Let p =5 mod 6. For any x, € F, and any integer m dividing
p—1 orp+1, there is a permutation P(z) = (apx @ a1)1 2 @ ay € F,[z] with
cycle decomposition Cp(m) and x, = Say/ay.



Theorem 7. Suppose p =5 mod 6. Let m be a divisor of p—1 or p+1 and
let N(Cp(m),x,) be the number of permutations P(z) = (apx ®a1)P 2B as €
F,[z] with given x, = 6a1/ay € F,, and cycle decomposition Cp(m), then

N(Cp(m),z,) = p—1 ifm=1,2, and
NCpm),z) = L Sgm) ifm>2.

An entirely different point of view regarding dispersion may help under-

standing the relation between APN and Costas permutations , see ([5]) for
related work.
As mentioned above, the maximum possible dispersion is attained by permu-
tations with Costas property. Recall that Costas permutation is precisely the
one, which has no repetitions in the rows of its difference triangle, where the
difference triangle of a permutation P € F,[z] is a triangular array DT'(P)
of integers, which has p — 1 rows Ty(P),...,T,—1(P), with

Tw(P) = (P(k) — P(0),P(1+k)— P(1),...,P(p—1)— P(p— k — 1)),

for k = 1,...,p — 1. Calculating in F,, we obtain a p-difference triangle
DT,(P) of P, whose rows are:

T,1(P) = (P(k)© P(0),P(1&k)o P(1),...,P((pe1)o P(pckol)),

for Kk =1,...,p — 1. Denoting the number of distinct integers appearing in
T, (P) by |T(P)| and distinct elements appearing in T, ,(P) by |1}, x(P)|,
one has |D(P)| = Y |Tx(P)| and |D(P,F,)| = > |T,%(P)|. There are no
permutations of F, with |D(P,F,)| = p(p — 1)/2, see (|5]). Hence one can
consider permutations with at most two repetitions in each row of their p-
difference (or difference) triangles. By definition all APN permutations have
at most two repetitions in each row of their difference triangles. See ([5]) for
a study of the relation between APN and Costas permutations. In particular
the APN permutations P we consider are not Costas for p > 5. On the other
hand, though they are affine equivalent to 2P~2, the number of repeated terms
in rows of their difference triangles show a great variety. In view of this fact
we regard a permutation P as being close to having Costas property if v(P)
is close to 1. We end this talk by describing how the choice of parameters
ag, ay, as affects P to being close to or far away from being Costas.

Further remarks and proofs of above results can be found in ([2]).
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