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Abstract

We give new functions which cannot be APN over an infinity of
field extensions.
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1 Introduction

The vector Boolean functions are used in cryptography to construct block
ciphers and an important criterion on these functions is highly resistance to
differential cryptanalysis.
Let g = 2" for some positive integer n. A function f : F, — F, is said
to be almost perfect nonlinear (APN) on Fy if the number of solutions in F,,
of the equation
f(z+a)+ f(z) = b

is at most 2, for all a,b € Fy, a # 0. Because F, has characteristic 2, the
number of solutions to the above equation must be an even number, for any
function f on F,. This kind of function has a good resistance to differential
cryptanalysis as was proved by Nyberg in [11].

So far, the study of APN functions has focused on power functions. Re-
cently it was generalized to other functions, particularly polynomials (Carlet,
Pott and al. [3, 7, 8]) or polynomials on small fields (Dillon [6]). On the
other hand, several authors (Berger, Canteaut, Charpin, Laigle-Chapuy [2],
Byrne and McGuire [4] or Jedlicka [10]) showed that APN functions did not
exist in certain cases.

Thus, towards a full classification of all APN functions, one approach
that already proved to be successful is to show that certain polynomials
are not APN for infinitely many extensions of Fy. So here one first fixes a



finite field F, and a function f : F, — F, given as a polynomial in Fy[x]
and asks the question whether this function can be APN on infinitely many
extensions of F,. There is a variety of classes of functions for which it can be
shown that each function is APN at most for a finite number of extensions.

Hernando and McGuire [9] showed a result on the classification of APN
monomials which has been conjectured for 40 years: the only exponents
such that the monomial z¢ are APN over infinitely many extension of Fo
are of the form 2° 4+ 1 or 4° — 2 4+ 1. One calls these exponents exceptional
exponents. Then it is natural to formulate for polynomial functions the
following conjecture.

Conjecture: (Aubry, McGuire and Rodier) a polynomial can be APN
for an infinity of ground fields F, only if it is CCZ equivalent (as was defined
by Carlet, Charpin and Zinoviev in [5]) to a monomial x' where ¢ is an
exceptional exponent.

One mean to prove this conjecture is to remark that the APN property is
equivalent to the fact that the rational points of a certain algebraic surface
S(f) in a 3-dimensional space linked with the polynomial f defining the
Boolean function are all in a surface V' made of 3 planes and independent of
f. We define the surface S(f) in the three dimensional affine space A3 by

f@)+ fly) +fz)+ fla+y+2)
(z+y)(z+2)(y+2)

¢(aj7 y? Z) =

which is a polynomial in Fy[z, y, z].

When this surface is irreducible (or when it has an irreducible component
defined over the field of definition of f), a Weil’s type bound may be used
to approximate the number of rational points of this surface. When it is
too large the surface is too big to be contained in the surface V', and the
function f cannot be APN. A relation between the degree and the number of
variables on a large number of Boolean function was obtained by this mean
by the author [12]. This enabled him, with Aubry and McGuire to prove
the conjecture in a number of cases.

2 The State of the Art

The best known examples of APN functions are the Gold functions 22+l
and the Kasami-Welch functions z4"~2°+1, These functions are defined over

Fy, and are APN on any field Fom where ged(k,m) = 1.

Theorem 2.1 (Aubry, McGuire and Rodier, [1]) If the degree of the



polynomial function f is odd and not a Gold or a Kasami-Welch number
then f is not APN over Fyn for all n sufficiently large.

In the even degree case, we can state the result when half of the degree
is odd, with an extra minor condition.

Theorem 2.2 (Aubry, McGuire and Rodier, [1]) If the degree of the
polynomial function f is 2e with e odd, and if f contains a term of odd
degree, then f is not APN over Fqn for all n sufficiently large.

We have some results on the polynomials of Gold degree d = 2% + 1.

Theorem 2.3 (Aubry, McGuire and Rodier, [1]) Suppose f(z) = z%+
g(x) where deg(g) < 28141 . Let g(x) = ngk:—()1+1 ajx?. Suppose moreover
that there exists a nonzero coefficient a; of g such that ¢j(x,y, z) is absolutely

irreducible (where ¢;(x,y,z) denote the polynomial ¢(x,y,z) associated to
x'). Then f is not APN over Fyn for all n sufficiently large.

3 New results

3.1 Functions of degree 4¢ where e is odd

We have been interested in the degrees of the form 4e, where e is an odd
number. This case is far more intricate than the previous cases, because
there are some polynomials which are CCZ equivalent to monomials.

Here are some partial results.

Theorem 3.1 If the degree of the polynomial function f is even such that
deg(f) = 4e with e =3 (mod 4) and e > 7, then f is not APN over Fyn
for n large.

Sketch of proof. We have in this case:

Sa(w,y,2) = de(z,y,2) ((x + y) (& + 2)(y + 2))°

where ¢4 is the ¢ function associated to the monomial z¢. Hence X, is not
reduced where Xoo = Hoo N S(f), Hso is the plane at infinity of the space
A3 and S(f) is the projective closure of S(f).

Let X a reduced absolutely irreducible component of S(f) which con-
tains the line x + y = 0 in H. By studying the various cases which may
happen, one is reduced to the case where there are three components X,



X1 and X3 which contain this line, they are defined over the field F s, where
Iy is the field of definition of f and the Galois group of F s over Fy acts by
cyclic permutations of Xy, X7 and X3. By studying the irreducibility of Xy,
one is again reduced to the case where Xg, X7 and X9 are of degree 3 of
the form ((z + y)(z + 2)(y + 2))® + P where P is a polynomial of degree at
most 2. Because of the symmetry of the function ¢ associated to f in the
variables z, y and z, one is reduced to the cases where the polynomial P is
of the form

P(x,y,2) = c1(a® +y* + 2°) + calay + oz + 2y) + bz +y+2) +d
Investigating these polynomials, one prove that it is impossible that they
divide ¢.

We have some other results when the degree e is a Gold degree.

Theorem 3.2 If the degree of the polynomial f is 12, then either f is not
APN over Fym for m large or f is CCZ equivalent to the Gold function x3.

Let d € Fys such that d +d? + d? = 0. The polynomials CCZ equivalent
to the Gold function 22 are the polynomial functions

fle)=L(z") or f(z)=L(z)’

with
L(z) = 2* + (d"19 4 @7 4 qrte*)g2 4 gitat ey

and the polynomials composed with f and an affine permutation.

3.2 Functions of Kasami degree

We can prove that a function f(z) = 2¢ + g(x) where d = 22k — 2% + 1 and
deg(g) small enough and such that there exists a nonzero coefficient a; of g
such that ¢;(x,y, 2) is absolutely irreducible. Then ¢(x,y,2) is absolutely
irreducible and f is not APN over Fy» for all n sufficiently large.

This is proved by the same way than the case of polynomials of Gold
degree in [1].
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