Inversion-Free Arithmetic on Elliptic Curves
Through Isomorphisms
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Elliptic Curve Cryptography

m Invented [independently] by Neil Koblitz and Victor Miller in
1985

m Useful for key exchange, encryption and digital signature



Scalar Multiplication

Definition

Given scalar k and a point P, compute kP =P +P +--- +P

k times

ECDLP Given P and Q = kP, recover k

m no subexponential algorithms are known to solve the ECDLP
(in the general case)
m smaller key sizes can be used

Bit security
80 112 128 192 256
ECC 160 224 256 384 512
RSA 1024 2048 3072 8192 15360
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This Talk

Goal

Generalization of Meloni’s co-Z arithmetic on elliptic curves
m all elliptic curve models
m all scalar multiplication algorithms
m (suitable for memory-constrained devices)

”
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Outline

Kl Arithmetic on Elliptic Curves
m Jacobian coordinates
m Co-Z point addition

Binary Scalar Multiplication Algorithms

BN

New Implementations
m Conjugate point addition
m Binary ladders with co-Z trick

Generalization
m Meloni’s technique revisited
m Inversion-free arithmetic through isomorphisms
m New operations
m Some results
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Elliptic Curves

WeierstraBl equation (affine coordinates)

Let E : y? = x3 + ax + b define over Fy (char # 2, 3) with
discriminant A = —16(4a® + 27b%) # 0

R =1(x3.%3)

(a) Addition: P+ Q = R. (b) Doubling: P+ P = R.
technicolor
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Group Law

E(Fq) = {y* = x> +ax + b} U {0}

mletP= (X17y1) and Q — (X29y2)
m Group law

mP+0O=0+P=P

m —P = (x1,-V1)

m P+ Q = (x3,y3) Where

X3 =X —X; =X, V3= (X1 —X3)\ — V4

Y17 V2 1addition]

) X1 — X
with \ = 12 2
3x; +a .
[doubling]
yAY
technicolor
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Jacobian Coordinates

m To avoid computing inverses in [
m affine point (x,y) — projective point (X : Y : Z) such that
x=X/Z*andy =Y/Z?

WeierstraB equation (projective Jacobian coordinates)

Let E : Y2 = X3 + aXZ* + bZ® define over Fq (char # 2,3) with
discriminant A = —16(4a® + 27b%) # 0

m Point at infinity O =(1:1:0)
| |fP:(X1 Y4 :Z1)€Ethen —P:(X1 =Y ZZ1)
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Best Addition Formulae

m Jacobian point addition: 11M + 5S
m Jacobian point doubling: 1M + 8S + 1c
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Co-Z Point Addition (ZADD)

m Introduced by Meloni [WAIFI 2007]
m Addition of two distinct points with the same Z-coordinate

Co-Z point addition

LetP=(X1:Y1:Z)andQ =(X2:Y2:72). ThenP+Q = (X3:Y3:Z3)
where

X3=D—-Wi—Wy, Y3=(Y1-Y2)(Wi—X3)—Aq, Z3=12(X1—X3)

with A1 = Y1(W1 — Wz), W1 :X1C, Wz :ch, C = (X1 —X2)2 and
D= (Y; = Yz)*

m Cost of ZADD: 5M + 2S
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Co-Z Point Addition with Update (ZADDU)

m Main advantage of Meloni’s addition

Equivalent representation of P

Evaluation of R = ZADD(P, Q) yields for free

P = (Xi(X1 = X2)* : V(X1 — Xp)? : Z3) = (Wy : Ay : Z3) ~ P

that is, Z(P') = Z(R)

m Notation: (R,P’) = ZADDU(P,Q)

m Cost of ZADDU: 5M + 2S
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Classical Methods
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Algorithm 1 Left-to-right binary method

Input: P € E(Fq) and k = (kp_1,...,ko)2 € N
Output: Q — kP

1:
: fori=n—1down to 0 do

U NMNWN

Ro(—O;R1 + P

Ro — ZRO

if (ki = 1) then Rg < Ry + R4
end for
return Ry

Algorithm 2 Montgomery ladder

Input: P c E(Fq) and k = (kp_1,...,ko)2 € N
Output: Q = kP

U NANWN=

Ro +— 0; R1 +— P
fori=n— 1 down to 0 do
b < ki; Ri_p < Ri_p + Rp
Rb <— 2Rb
end for
return Ry
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Conjugate co-Z Point Addition (ZADDC)

m New co-Z point operation
m using caching techniques
Conjugate co-Z point addition

From —Q = (X3 : —Y7 : Z3), evaluation of R = ZADD(P, Q) allows one
togetS =P —Q = (X3, Y3, Z3) where

Xz=(Y1+Y2)2 = Wi =Wy, V3= (Y1 +Y2)(W; — X3)
with an additional cost of 1M + 1S

m Notation: (P+Q,P — Q) = ZADDC(P,Q)
m Total cost of ZADDC: 6M + 3S
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Left-to-Right Binary Ladder With co-Z Trick

Algorithm 3 Montgomery ladder with co-Z formulae
Input: P c E(Fg) and k = (kp_1,...,Ko)2 € Nwith k, ¢ =1
Output: Q = kP

1: R < O; Ry <P

2: fori=n—1down to 0 do

3 b < ki; Ri_p < Ri_p + Rp
4: Rp < 2Ry
5
6

: end for
: return Ry

m Cost per bit: (6M + 3S) + (5M + 2S) = 11M + 55

Improved version: 8M + 6S
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Can We Generalize the Approach?

@ N. Meloni
New point addition formula for ECC applications
Proc. of WAIFI 2007, LNCS 4537, pp. 189-201, Springer, 2007

@ R. Goundar, M. Joye, A. Miyaji, M. Rivain, and A. Venelli
Scalar multiplication on WeierstraB elliptic curves from co-Z arithmetic
J. Cryptographic Engineering 1(2):161-176, 2011

o
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Isomorphisms of Elliptic Curves

Theorem (Char K # 2, 3)

Any two elliptic curves given the Weierstraf3 equations

E: y? = x3 + a4x + ag, and
E': y? =SS +adx +adj
are isomorphic over K if and only if there exist u eK, uz#0,
such that the change of variables (x,y) « (u*x ,u’y )

transforms E into E’, and where

utd, = a4
6/ __
| uba; = as

LeCHinnmcolIul
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Meloni’s Technique Revisited (1/2)

m For any u # 0, elliptic curve
Ei:v?=x3+ax+b
is K-isomorphic to
E.: y* = x3 + au*x + bu®
m Jacobian coordinates: x = X/Z? andy = Y/Z?
Ei: Y2 = X3 + aXZ* + bZ°

m A finite point P = (xq,Vy4) € E; is represented as (X1 : Yq : Z4)
with X = X1Z12 and Yy = y1Z13, for any Zy € K*

m Point (X4, Y4) can be seen as a point on isomorphic elliptic
curve Ez,
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Meloni’s Technique Revisited (2/2)

Meloni On a short WeierstraB curve E;, two finite points
P=(X1:Yy:Z)and Q = (X3 : Y : Z) given in Jacobian
coordinates and sharing the same Z-coordinate can be added
fastertogetR=P+Q = (X3: Y3 :Z3) € E4

New interpretation Two points (Xj, Y1) and (X3, Y2) given in affine
coordinates on a same isomorphic curve E; (i.e., on Ez with
Z = 1) can be added faster to get

R:= vV, (P+Q)

where W, : E; 5 E,, (X,Y) — (©2X, V)
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Application: Point Addition

mletP=(xq,yy) and Q = (X2,y2) € E; \ {O} with P £ +Q

Reminder: if x4 # x; then
(x1,¥1) + (X2, ¥2) = (X3,¥3) = (A* = X1 — X2, (X1 — X3)A — Y1)

__ =W
where \ = X

m Define ¢ = X; — x;. Then R := V,(P+Q) = (¢*x3,0y3) € E,,
with
{SOZX3 = (y1 = y2)* — ¥* X1 — ¥* X

P33 = (p2x1 — 2x3) (V1 — V2) — £V
m Cost of iADD: 4M + 2S

m Cost of iADDU: 4M + 2S
m Cost of iADDC: 5M + 3S
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Application: Point Doubling

m Let P = (xq,yq) € E; \ {O} withP # —P

Reminder: if y4 #£ 0 then
2(x1,¥1) = (X3,¥3) = (A — 2xq, (X1 — X3)A — V1)

3x2+a
2y

where )\ =

m Define ¢ = 2y;. Then R := V,(2P) = (v?x3, ©*y3) € E,, with

c,O2X3 = (3X12 + 0)2 — 2¢2X1
P3y3 = (p*x1 — o*x3)(3%3 + a) — Py

m Cost of iDBL: 1M + 5S
m Cost of iDBLU: 1M + 5S
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Inversion-Free Arithmetic Through Isomorphisms

m Addition chain for k when computing Q =

mag=1,a,...,a,=ksuchthatVvi > 1, du, vw1th1 <u,v<iand
a; =a, +ay
m Define
EQ® = F; original elliptic curve
E() — Es, current elliptic curve at Step i

E(€k) — Eg, final elliptic curve

m Then Q == k((Vy,, 0--0Wgo0---0Wyz)P) € ECK)

Po(k)

v
‘P11

pce® Yo gi-n Ve g Yan o TP g o plew)

(k]

O\U O\v4p1/1
VB
(TR

0 V&0 )
Q =kP c E® ‘ technicolor
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Composition of Isomorphisms (1/2)

lQ—k(\l“ (P))_k(( Betky © ---o\Uggio---o\IJ@)P)

Q)

(k)
¢(k)(kP) — Q= \U%(k)
m V; isobtained iteratively
2(K)

Vg, = Vg o Vs,

i—1
with WCBO =1d

m ...or slightly abusing the notation— since ®; = desc(Vg )

with &y = desc(Id) := 1
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Composition of Isomorphisms (2/2)

_ WeierstraB elliptic curves (char # 2, 3)

vy o EO = D)

i—1

(x,¥) — (Ui_4*x Uity )
Wy ECD 25 ED (x,y) —s (ux 1, udy )
where ®;_; = (U;_q ) and & = (u; )

m Operation ®; = 3; o ®; ; translates into
(Ui7 Ri7 Si7 TI) — (uiv I, Si, tl) © (Ui—'l ) Ri—1 ) Si—17 Tf—1) with
(Ui = Ui_1u;

for i > 1, and (Ug ) : technicolor
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New Operations

m Given two elliptic curves Ez and E, being isomorphic to Ey, if
\Usgi E- L) E

denotes the isomorphism between E; and E3,, we define

( iADDg: (

iADDU(B: P1 Pz) —>

(P1,Py) — (VW
(V3
(P1,P2) — (V3
2P,
2P,

3(P1+ P2), %)
EP1 +P2),Vs(Py), 5)

¢ IADDCg: ( Py + Py), wcp(P1 P,), 3)
iDBLg: Py — (Vz(2Py), )
| iDBLUg: Py (W(2Py), V5(Py), §)
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Some Results

m Short Weierstra® model

Algorithm

Cost/bit

Montgomery ladder
Double-and-add
Double-and-add + NAF

8M + 65
/M + 8.55
6M + 6.33S

m Twisted Edwards model
m unified iADD: 10M + 1S
m unified iADDU: 12M + 1S
m unified iADDC: 13M + 1S
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Summary

C e S|

m Re-casting and generalization of Meloni’s technique using

elliptic curve isomorphisms

m New strategies for evaluating scalar multiplications on elliptic

curves
m without inversion

m applicable to any scalar multiplication algorithm

m applicable to any elliptic curve model

m (nicely combine with certain countermeasures)

e
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