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= Authenticated Encryption AE
= Generic AE composition
» Dedicated AE schemes

- honce-based AE

- honce misuse resistant AE
" Further challenges
= CAESAR AE competition



AE Security Goal

4 Confidentiality A
+
_ Authenticity y




Ways to Build AE Schemes?

1. Generic AE composition
off the shelf primitives

4 Symmetric Authentication (MAC) A
+

_ Symmetric Encryption y

2. Dedicated AE scheme (AE designs from scratch)

3. Something in between © (state of the art)



Generic Composition [BN’00]

1. Encrypt and MAC 2. MAC then Encrypt 3. Encrypt then MAC

M M M

™ o

insecure insecure secure

Caveat: Careful with interpretations!




Conventional Encryption

* Enc = (Kg, Enc, Dec)
Key generation: K <4 Kg

Encryption: (st, C) <4 Enc® (M) (randomized or stateful)
Decryption: M <« Dec,(st, C) (deterministic)
Correctness: Dec(Enc,(M)) = M

* Indistinguishability

$IND-CPA %
M %t,c m\g st,Cl
nc

Random
E K bits




MAC

 MAC = (Kg, MAC, Verify)

Key generation: K <4 Kg

Authentication: T «— MAC, (M) (any)
Verification: 1/0 <« Verify, (M, T) (deterministic)

Correctness: Verify, (M, MAC, (M)) =1

» Unforgeability (weak M’ # M; strong M’,T” # M,T)

\Y
. MAC,
B,
MI’TI
Verify,
? 7
Winif?is 1




Generic Composition [BN’00]

« $IND-CPA Enc + Unforgeable MAC

AE secure: Enc then MAC

e Off the shelf schemes
Enc (CBC, CTR,...) + MAC (CBC-MAC,HMAC,PMAC...)

Caveat: Careful with interpretations!

A. Enc often with badly or externally generated
random |V

B. IV should not be communicated out of band




A: Random IV Encryption

Fix A: Environment
EnC - (Kg1 EnC, DeC) not Enc selects IV

Key generation: K «¢ Kg B: IV still in-band
Encryption: IV, C < Enc'V, (M) (deterministic)

Decryption: M < Dec, (IV, C) (deterministic)
Correctness: Dec,(Enc" (M)) = M

* Indistinguishability

FIND-CPA
M % C m\s' Vel
Random
Ency [V v bits 9




* N:noncelV

* Not required to be random

* Unigue non-repeating value

* (Can be communicated out of band

 Theoretically: a way to work with an IV
(randomness/state) out of Enc algorithm

* Practically: ease of use
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Nonce-based Encryption Scheme

Fix A: Adversary
Enc = (Kg, Enc, Dec) can select N

Key generation: K «—¢ Kg Fix B: out-of-band
Encryption: C < Enc, (N, M) (deterministic)

Decryption: M «Dec, (N, C) (deterministic)
Correctness: Dec (N, Enc (M)) =M

* Indistinguishability (nonce respecting adversary)
$IND-CPA

N,M //c N}!'\\ycl

Random

Enc, bits
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Generic Composition Reconsidered [NRS’14]

 Build nonce-based AE from

1. IV-Enc + MAC
N [ M AN [ M J[A]lN[L M J[A]|lN
17 [ L0 L3 (/| L 11 1
F Fr Fr F F 3 Fr F
e a3 o L] e D
"o m | e m |Y e m | e m
(v M ) [CA |3 (v ] Ca]| v Ca ] Ca]|ld v ] 4]
F LE ||| Fzﬁ:l | FL_Ll | E‘L T| | Fz—ll | F: ﬁ:l —I_FJ
= ”’ SJL meey LT | Loy
Z?m’[IJ A5 — e | res !

Efficiency issues: 2 passes over the data 12



Generic Composition Reconsidered [NRS’14]

 Build nonce-based AE from

2. N-Enc + MAC
W[ M [ 4 ]| M ][4 ]| N[ ¥ ][ 4]
\ - |
g, \UFL\ —{ & |
chetn —1 r
N1 — Fr 1| »™
¢ 1 [@ c 1 [@| ¢

* Generic composition disadvantages
- Efficiency issues: 2 passes over the data
- Prone to misuse with conventional Enc schemes
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= Authenticated Encryption AE
= Generic AE composition
= Dedicated AE schemes |

- honce-based AE

- honce misuse resistant AE
" Further challenges
= CAESAR AE competition
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Dedicated AE

Prior to CAESAR
Building Block Nonce dependent Nonce independent
AE security AE security
IAPM*’00, OCB*’01, SIV’06, BTM’09,
Block cipher XECB*'01, CCM’03, McOE-G’11, POET’14
GCM’04, OTR*'14, COPA’13
CLOC’14
Sponge Wrap’11
Permutation Ketje&Keyak’'14 APE’14
NORX'14

15
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Nonce-based AE

* AE =(Kg, E, D)
Key generation: K «—¢ Kg
Encryption: C — E, (A, N, M) (deterministic)

Decryption: M/L «— Dy (A, N, C) (deterministic)

Correctness: D (A, N, Ex (A, N, M)) =M

» AE confidentiality + AE integrity = AE security
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AE Confidentiality

«  SIND-CPA

X
N,A,M //c N,A,l\N\g'Cl

Random
K bits

Adversary is nonce respecting
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AE Integrity

e |INT-CTXT
N, A,M
— E,
% C'zC
< ? DK
Winif?2isM# L

Adversary maybe nonce respecting
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Nonce-based AE Security

N, A, M% N, A,C'//?‘

Ey Dy

Adversary is nonce respecting
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Example AE with Block Cipher

OCB [RBBK’01]

M, M, My E]ijal M.

D D o BD

AES, AES, | -+ | AES, AES,
aﬁéé az%; ad%é B?é? o= f,(K,N)
C, c, C, T Bi=g(KN)

If BC (AES) is SPRP, OCB is AE secure up to 2"/2 queries
for non repeating N
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Example AE with Permutation

Sponge Wrap [BDPV’11]

KN o2 T, T,
— M, — m <M, — — B
N N ks o S i B I
r\.l/ NP L/ N

P P =~ = -
0 ~ —

CIf P is an ideal permutation, Sponge Wrap is AE secure up to)
2¢/2 queries for non repeating N
- bound follows Sponge hash indifferentiability proof

\- but possibly conservative for secret K and N not repeating y
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= Authenticated Encryption AE
= Generic AE composition
= Dedicated AE schemes

- nonce-based AE

[ - honce misuse resistant AE ]

" Further challenges
= CAESAR AE competition
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Nonce Misuse Resistant AE

-

Not all security should be lost
if N misused!

~




Distinct Nonces

N, My N, My N3 M,

[l 1

ocCB/ ocCB/ ocB/
Sponge Sponge Sponge
Wrap Wrap Wrap

l l l

Cy G, Cs



Nonce Misuse

Ciphertext Repetitions

What security can be lost?

N, My N, My N, M,

[l

ocCB/ ocCB/ ocB/
Sponge Sponge Sponge
Wrap Wrap Wrap
Cl Cl C3

* Valid for ALL nonce respecting AE schemes

* Nonce misuse scenarios (lightweight applications, bad
implementations, bad management from users) 25



Nonce Misuse OCB

Ciphertext Block Repetitions

What else can be lost?

OCB-Enc M, M, My
O oD e 0O
AES, AES, AES,
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Nonce Misuse OCB

Ciphertext Block Repetitions
What else can be lost? (OCB looses confidentiality)

OCB-Enc M’ M, M,
XD @ ... aD

AES, AES, AES,
T

c, c, C,

* |f Cblocks repeat (over distinct OCB calls) then M blocks
repeat (OCB, IAPM, XCBC, ...)

19



Nonce Misuse Sponge Wrap

What else can be lost? (Sponge Wrap looses confidentiality)

K,N  %m, K,N  S1imy
Y L P
0 ~ (1 0 ~ (1
7\ Zl N /r NI L/
r
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o

What to Do against Nonce Misuse?

Not all security should be lost
if N misused!

1. Security up to repetitions
ciphertext leaks only presence of repeating Ms
MAX: SIV, BTM, HBS but two passes over the data

2. Security up to longest common prefix

ciphertext leaks only presence of common M prefixes
LCP: McOE-G, COPA, APE, POET

LCP + X: SpongeWrap

21




Nonce Misuse Resistance

via Online Ciphers

1. Online cipher + authentication [BBKN‘O1, FFLW’12]

!

nonce misuse resistant nmr AE scheme
secure up to common prefix repetitions
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Regular vs Online Ciphers

* Normallyin acipher

B %\\T/m
C, C, o C,

- more efficient
- different secu rlty (INDfrom random online permutation)

T N 3 .

e Online cipher[
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COPA [ABLMY’13]

Nonce Misuse Resistant AE

- nmr

- online

- parallelizable

M, M, M i@lMi

w® 200 ... 2D 8D

Eq Ex Ex Eq

DO D0
Eq Eq Ex Eq

L=E(O)
o,=3Land a,=2L
B,=29132 and B, = 29L.7L
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COPA

Security Proof

XEX XEX XEX XEX
Implicit @ masks ¥ (3 > é ’Cs
a,=2"1.3L
XEX XEX XEX XEX
I v v v
Cl C2 Cd T

[ If E is SPRP, COPA is AE secure up to 2"/2 queries ]
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APE [ABLMNY’14]

Nonce Misuse Resistant AE

- nmr
- online

" RUP secure Y

[If P is ideal permutation, APE is AE secure up to 2¢/2 queries ]
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= Authenticated Encryption AE
= Generic AE composition
» Dedicated AE schemes

- honce-based AE

- honce misuse resistant AE

= Further challenges ]
= CAESAR AE competition
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Further Security Pitfalls in AE

f D
What if attacker gets C decryptions before

verification completed?
. Y

RUP: Release of unverified plaintext [ABLMNY’14]

* Scenarios
- insufficient memory

- real-time requirements

* Notin current AE security models!
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AE Syntax under RUP

e Separate the AE Decryption D functionality into
Dec and Verify (how we design AE schemes)

C, T« EK(A, N, M)
M « Decy(A, N, C, T)
1/0—Verify (A, N, C, T)

Correctness: Dec (A, N, E.(A, N, M)) =M
and Verify (A, N, E.(A, N, M)) =1

37



RUP Confidentiality

« S$IND-CPA + PA1
e Plaintext awareness PA1

N,A,M// N,A,C/N;}?;Njg NAE\\M
EK DecK o Extractor

K

Adversary can choose any nonce

38



RUP Integrity

* |nt-RUP
N, A, M
) E
CT K
N,ACT
. Dec
Y K
N, A C, T .
Verify,
?
Winif ?is 1

Adversary can choose any nonce

39



Security of AE
Schemes under RUP

Scheme

Random CTR, CBC encryption

OCB
Nonce GCM, Sponge Wrap
CCM

COPA
Arbitrary McOE-G
APE
SIV, BTM, HBS
Encode-then-Encipher



Further Challenges

* AE security
- handling failure events?
- further generic results?
- identify relevant AE security risks?
- building a secure channel instead?
e Security of present solutions?

41



= Authenticated Encryption AE
= Generic AE composition
» Dedicated AE schemes
- honce-based AE
- honce misuse resistant AE
" Further challenges
=| CAESAR AE competition ]
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CAESAR Competition

e 57 submissions in march 2014
e 7 withdrawals so far
 Majority AES BC and nonce-based

* Jan 2015 - announcement 2" round candidates
* Dec 2015 - announcement 3" round candidates
* Dec 2016 —announcement of finalists

e Dec 2017 — announcement of final portfolio

43



CAESAR Classification

aezoo.compute.dtu.dk
AE Scheme Type Parallelizable Online NMR Inverse
° i ik
1 ACORN Other
2  ++AE BC Partly/Partly No
3 AEGIS BC No
4  AES-CMCC
-—————-_
AES-COPA Partly/Partly Fully/Fully
7  AES-CPFB BC Fully/No Fully/Fully Yes
8 AES-JAMBU BC No/No Yes
9 AES-OTR BC Fully/Fully Fully/Fully A+N Yes
10 AEZ BC Fully/Fully MAX No
11 Artemia P/Sponge No/No Fully/Fully Yes
12  Ascon P/Sponge No/No Fully/Fully Yes
13 AVALANCHE BC Fully/Fully Fully/Fully
14 Calico
Fully/Fully Fully/Fully

17

CLOC

No/No

Fullv/Fullv


https://aezoo.compute.dtu.dk/doku.php?id=acorn
https://aezoo.compute.dtu.dk/doku.php?id=ae
https://aezoo.compute.dtu.dk/doku.php?id=aegis
https://aezoo.compute.dtu.dk/doku.php?id=aes-cmcc
https://aezoo.compute.dtu.dk/doku.php?id=aes-cmcc
https://aezoo.compute.dtu.dk/doku.php?id=aes-cmcc
https://aezoo.compute.dtu.dk/doku.php?id=aes-cobra
https://aezoo.compute.dtu.dk/doku.php?id=aes-cobra
https://aezoo.compute.dtu.dk/doku.php?id=aes-cobra
https://aezoo.compute.dtu.dk/doku.php?id=aes-copa
https://aezoo.compute.dtu.dk/doku.php?id=aes-copa
https://aezoo.compute.dtu.dk/doku.php?id=aes-copa
https://aezoo.compute.dtu.dk/doku.php?id=aes-cpfb
https://aezoo.compute.dtu.dk/doku.php?id=aes-cpfb
https://aezoo.compute.dtu.dk/doku.php?id=aes-cpfb
https://aezoo.compute.dtu.dk/doku.php?id=aes-jambu
https://aezoo.compute.dtu.dk/doku.php?id=aes-jambu
https://aezoo.compute.dtu.dk/doku.php?id=aes-jambu
https://aezoo.compute.dtu.dk/doku.php?id=aes-otr
https://aezoo.compute.dtu.dk/doku.php?id=aes-otr
https://aezoo.compute.dtu.dk/doku.php?id=aes-otr
https://aezoo.compute.dtu.dk/doku.php?id=aez
https://aezoo.compute.dtu.dk/doku.php?id=artemia
https://aezoo.compute.dtu.dk/doku.php?id=ascon
https://aezoo.compute.dtu.dk/doku.php?id=avalanche
https://aezoo.compute.dtu.dk/doku.php?id=calico
https://aezoo.compute.dtu.dk/doku.php?id=cba
https://aezoo.compute.dtu.dk/doku.php?id=cbeam
https://aezoo.compute.dtu.dk/doku.php?id=cloc
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ELmD
Enchilada

AE Scheme Type
(BC or P)
EOX

CAESAR Classification

aezoo.compute.dtu.dk

https

BC

Parallelizable

(E/D)

Partly/Partly
Fully/Fully

Online
(E/D)

Fully/Fully
Fully/Fully

NMR

Nonce misuse
resistance

None

Inverse
free

No

24
25

26

27
28
29

30

31

32

ICEPOLE
iFeed[AES]

LAC

Marble

Other
P/Sponge

BC

BC

BC

P/Sponge

BC

BC

BC

Fully/Fully
Fully/Fully
Fully/No

Fully/Fully,
Partly/Partly

Fully/Fully
No/No

Fully/Fully,
Partly/Partly

No/No

Partlv/Partlv

No/No
Fully/Fully
Fully/Fully

Fully/Fully,
Fully/Fully

No/No

Fully/Fully,
Fully/Fully

Fully/Fully

Eullv/Fullv

LCP+X
LCP+X

None, LCP

MAX

None, LCP

None

A+N/MAX

Yes

Yes

No, No

Yes, No

No, No

No

No


https://aezoo.compute.dtu.dk/doku.php?id=deoxys
https://aezoo.compute.dtu.dk/doku.php?id=elmd
https://aezoo.compute.dtu.dk/doku.php?id=enchilada
https://aezoo.compute.dtu.dk/doku.php?id=faser
https://aezoo.compute.dtu.dk/doku.php?id=hkc
https://aezoo.compute.dtu.dk/doku.php?id=hs1-siv
https://aezoo.compute.dtu.dk/doku.php?id=hs1-siv
https://aezoo.compute.dtu.dk/doku.php?id=hs1-siv
https://aezoo.compute.dtu.dk/doku.php?id=icepole
https://aezoo.compute.dtu.dk/doku.php?id=ifeed_aes
https://aezoo.compute.dtu.dk/doku.php?id=joltik
https://aezoo.compute.dtu.dk/doku.php?id=julius
https://aezoo.compute.dtu.dk/doku.php?id=ketje
https://aezoo.compute.dtu.dk/doku.php?id=keyak
https://aezoo.compute.dtu.dk/doku.php?id=kiasu
https://aezoo.compute.dtu.dk/doku.php?id=lac
https://aezoo.compute.dtu.dk/doku.php?id=marble

CAESAR Classification

aezoo.compute.dtu.dk

NMR

Nonce misuse
resistance

Online Inverse
(E/D) free

35
36

E Parallelizable
(BCorP) (E/D)
Minalpher
MORUS Other No/No
NORX P/Sponge Fully/Fully
0OCB BC Fully/Fully
OMD

44
45

46

47

ni-Cipher P/Sponge Fully/Fully
POET BC/AES
POLAWIS Other
PRIMATESs P/Sponge

Partly/Partly,
Prost P Fully/Fully, No/No
Raviyoyla Other

Fully/Fully A+N/LCP+X N/A
Fully/Fully A+N/LCP+X Yes
Fully/Fully None No

Fully/Fully None Yes
POET-G
withdrawn
Yes, No,
Fully/Fully Yes


https://aezoo.compute.dtu.dk/doku.php?id=mcmambo
https://aezoo.compute.dtu.dk/doku.php?id=minalpher
https://aezoo.compute.dtu.dk/doku.php?id=morus
https://aezoo.compute.dtu.dk/doku.php?id=norx
https://aezoo.compute.dtu.dk/doku.php?id=ocb
https://aezoo.compute.dtu.dk/doku.php?id=omd
https://aezoo.compute.dtu.dk/doku.php?id=paeq
https://aezoo.compute.dtu.dk/doku.php?id=paes
https://aezoo.compute.dtu.dk/doku.php?id=panda
https://aezoo.compute.dtu.dk/doku.php?id=%CF%80-cipher
https://aezoo.compute.dtu.dk/doku.php?id=%CF%80-cipher
https://aezoo.compute.dtu.dk/doku.php?id=%CF%80-cipher
https://aezoo.compute.dtu.dk/doku.php?id=poet
https://aezoo.compute.dtu.dk/doku.php?id=polawis
https://aezoo.compute.dtu.dk/doku.php?id=primates
https://aezoo.compute.dtu.dk/doku.php?id=prost
https://aezoo.compute.dtu.dk/doku.php?id=raviyoyla

Type
(BC or P)

49
50
51
52
53
54
55
56
57

Sablier
SCREAM
SHELL
SILC
Silver
STRIBOB

Tiaoxin

TriviA-ck

Wheesht

YAES

CAESAR Classification

aezoo.compute.dtu.dk

Other
BC
BC
BC
BC

P/Sponge
BC

Other

Other
BC

Parallelizable

(E/D)

Fully/Fully

Partly/Partly

No/No
No/No
No/No

No/No

Fully/Fully

Online
(E/D)

Fully/Fully
Fully/Fully
Fully/Fully

Fully/Fully
Fully/Fully

No/No

Fully/Fully

NMR

Nonce misuse

resistance

None

A+N

A+N
None
A+N
None

None

Inverse
free

No
No

Yes

Yes
Yes
N/A
N/A

Yes
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https://aezoo.compute.dtu.dk/doku.php?id=sablier
https://aezoo.compute.dtu.dk/doku.php?id=scream
https://aezoo.compute.dtu.dk/doku.php?id=shell
https://aezoo.compute.dtu.dk/doku.php?id=silc
https://aezoo.compute.dtu.dk/doku.php?id=silver
https://aezoo.compute.dtu.dk/doku.php?id=stribob
https://aezoo.compute.dtu.dk/doku.php?id=tiaoxin
https://aezoo.compute.dtu.dk/doku.php?id=trivia-ck
https://aezoo.compute.dtu.dk/doku.php?id=trivia-ck
https://aezoo.compute.dtu.dk/doku.php?id=trivia-ck
https://aezoo.compute.dtu.dk/doku.php?id=wheesht
https://aezoo.compute.dtu.dk/doku.php?id=yaes

Thank you!



